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DETAILED ACTION 

1 . The preliminary amendment of 1 0/12/05 has been received and entered. 

2. Claims 1-20 are pending. 

Response to Arguments 

The Examiner has examined the Applicant's arguments but has found them unpersuasive after 
careful consideration. 

(page 7) 

The Applicant has argued the office incorrectly equates a file in a Distributed Computing 
Environment (DCE) of Shi with the element of a web page that is displayed as an embedded 
element of said web page as included in the present invention... 

The Examiner contends however that regardless of the environment that Shi is performed in, Shi 
is nevertheless concerned with the access of specific webpages and the interactions thereafter. 
The claims do not recite any limitation that precludes that the actions performed by them to a 
non Distributed Computing Environment. 

The Applicant also argues: 
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Furthermore, the Office is in Error in stating that Shi discloses storing an indicator in response 
to a request from a client for a web page hosted by a web server. In Shi, the indicator is stored 
only after a user has logged into the network 

The Examiner contends however that whether or not the indicator is stored only after a user has 
logged into the network does not make Shi any less anticipatory. As the rejection was written, 
the indicator of claim 1 was mapped to be a cookie and not some manner of login token. -At 
-cookie. 

Response to Amendments 
The Applicant has amended claim 1 to recite: 

Responsive to a request from a client for an element of said w eb page that is displ ayed as an 
embedded element of said web page , checking for said indicator that said client has requested 
said web page from said web server. 

However, the Examiner notes that a request from a client for a web page is in effect, a request for 
the elements of that web page. In other words, when a client requests a website, they want the 
content of that website including the images, the text, the sound, the music, and/or video that will 
displayed on that website. The Examiner has interpreted these elements to be "embedded 
elements" displayed of said web page. 
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Furthermore, Shi et al. US patent 5,875,296 elucidates this in (Column 1, lines 1-20) which 
recites: 

"In the web environment, client machines effect transactions to Web servers using sic the 
Hypertext Transfer Protocol (HTTP), which is a known application protocol providing users 
access to files (e.g. text, graphics, images, sound, video, etc.) using a standard page description 
language Hypertext Markup Language(HTML). " 



Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

4. Claims 1-8, 11-13, 15-16, 18-19 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Shi et al, US patent 5,875,296. 

In reference to claim 1 : 

Shi et al. discloses a method of verifying a right to use an element of a web page hosted by a web 
server, the method comprising the steps of: 

• Responsive to a request from a client for a web page hosted by a web server, storing an 
indicator that said client has requested a web page hosted by said web server, where the 
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indicator is a cookie, stored on the client side. (Column 8, lines 32-35) The process 
begins with the client making an HTTP request as disclosed by (Column 8, lines 14-31) 

• Responsive to a request from a client for an element of a web page, checking for said 
indicator that said client has requested a web page from said web server, where in 
response to a client request for a webpage a test is made to see if the browser supports 
cookies, and if so, has a cookie previously been issued(checking said indicator that client 
has requested a webpage). (Column 8, lines 21-31) 

• Responding to the request from the client for said element of a web page hosted by the 
web server according to the result of said checking step, where if the cookie 
authentication was not successful an HTML document describing the failure is returned. 
(Column 8, lines 51-60) 

In reference to claim 2: 

Shi et al. discloses a method as claimed in claim 1, wherein said storing step comprises: 

Returning to the client a persistent client state object having an identifier therein; 

And wherein said checking step comprises checking for said persistent client state object having 

the identifier therein returned by said client, prior to said responding step. (Column 8, lines 54- 

60) 

In reference to claim 3: 

Shi et al. discloses a method as claimed in claim 2 wherein the persistent client state object is a 
cookie. (Column 6, lines 49-51) 
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In reference to claim 4: 

Shi et al. discloses a method as claimed in claim 2 wherein the persistent client state object 
expires after a pre-determined period of time. (Column 7, lines 15-20) 

In reference to claim 5: 

Shi et al. discloses a method as claimed in claim 1 wherein said storing step comprises adding an 
identity of said client to a table associated with said web server; (Column 8, lines 61-66) 
And wherein said checking step comprises checking for client identity in said table, prior to said 
responding step, where the checking step uses the cookie to check for credentials. (Column 8, 
line 66) - (Column 9, line 13) 

In reference to claim 6: 

Shi et al. discloses a method as claimed in claim 1 wherein said table includes an expiry time 
associated with a respective client identity in said table, where the unique id stored in a cookie, is 
stored in a table (Column 8, lines 61-66) and where cookies have an expiry time associated with 
a client identity in the table (Column 7, lines 15-20) 

In reference to claim 7: 

Shi et al. discloses a method of verifying a right to use an element of a web page hosted by a web 
server, the method comprising the steps of: 
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• Responsive to a request from a client for an element of a web page, checking said request 
for an indicator that said request results from a client request for a web page hosting by 
an authorized web server, where this request initiates searching for the authentication 
cookie, which may or may not be included in the actual request itself (Column 9, lines 8- 
10) and where the cookie is matched to see if it belongs to the right domain of 
authorization, or an authorized web server (Column 7, lines 26-35) as part of the 
authentication process. 

• Responsive to the presence of such an indicator, responding to the request from the client 
with said element of a web page, where upon authentication the web document is 
retrieved. (Column 9, lines 3-10) 

In reference to claim 8: 

Shi et al. discloses a method as claimed in claim 7 wherein said indicator comprises a Uniform 
Resource Locator for said web page, and said checking step comprises checking that said web 
page URL is from an authorized web server. (Column 7, lines 25-35, lines 51-55) & (column 8, 
lines 32-41) 

In reference to claim 1 1 : 

Shi et al. discloses a method as claimed in claim 7 operable in one of said web server or a proxy 
server connecting said web client to said web server, where (Figure 3) discloses the method 
. operable in a web server connecting the web client to the web server. 
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In reference to claim 12: 

Shi et al. discloses a method as claimed in claim 7 wherein if said checking step fails to detect 
said indicator, said responding step comprises returning a message for display at the client to the 
client, where the message is an HTML document describing the error. (Column 8, lines 51-54) 

In reference to claim 13: 

Shi et al. discloses a method as claimed in claim 7 wherein if said checking steps fails to detect 
said indicator, said responding step comprises returning a substitute element to the client, where 
the substitute element is an HTML document with an error message. (Column 8, lines 51-54) 

In reference to claim 15: 

Shi et al. discloses a method in a web client of verifying a right to use an element of a web page 
hosted by a web server, the method comprising the steps of: 

• Responsive to encountering a request for an element of a web page, checking that said 
request results from a client request for a web page hosted by an authorized web server, 
where this request results in authenticating the client by searching for the authentication 
cookie, where the cookie is matched to see if it belongs to the right domain of 
authorization (authorization server) (Column 7, lines 26-35), and if to be valid is searched 
for the authentication credentials (the unique id) (Column 9, lines 3-10) 

• Responsive to such a request, requesting said web page element from a server hosting 
said web page element, where upon authentication the web document is retrieved. 
(Column 9, lines 3-10) 
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The multiple dependent claim, claim 16, is rejected for the same reasons as claims 1, 7 and 15. 
In reference to claim 18: 

Shi et al. discloses the method as claimed in claim 1, wherein if said checking step fails to detect 
said indicator, said responding step comprises returning a message for display at the client to the 
client, where the message is an HTML document describing the error. (Column 8, lines 51-54) 

In reference to claim 19: 

Shi et al. discloses the method as claimed in claim 1, wherein if said checking step fails to detect 
said indicator, said responding step comprises returning a substitute element to the claim, where 
the substitute element is an HTML document with an error message. (Column 8, lines 51-54) 



Claim Rejections - 35 USC § 103 



5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 9, 10, 14, 17, 20 rejected under 35 U.S.C. 103(a) as being unpatentable over Shi 



et al, 



US patent 5,875,296. 
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In reference to claim 9: 

Shi et al. discloses all of claim 9 except wherein said indicator comprises a meta-tag 
incorporated in web pages from authorized servers, and said checking step comprises checking 
that said meta-tag is from an authorized web server. 

The examiner takes official notice that having a meta-tag incorporated in a web page was 
well known to those of ordinary skill in the art. These meta-tags can be used to set cookies and 
"label" a URL to possibly identify keys and attributes about the web page. For example, 
this introductory web development tutorial 
http://www.webdeveloper.com/html/html metatags part2.html 
discloses their usage in websites. 

It would have been obvious to one of ordinary skill in the art to also use as an indicator, 
the meta tags of a website to check if the meta-tag came from an authorized server, given that the 
meta-tag would allow identification and assessment of the website using more information than 
just a URL. 

In reference to claim 10: 

Shi et al. discloses all of claim 9 except wherein said meta-tag is a PICS compliant tag. 

The examiner takes official notice that PICS compliant meta-tags were well known in the 
art. An example can be found on this introductory web development tutorial 
http://www.webdeveloper.com/html/html metatags part2.html 
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It would have been obvious to one of ordinary skill in the art at the time of invention to 
use PICS compliant meta tags, because it is a common standard which may also be used to 
identify the owner of the intellectual property, and identify the contents of the website. 

In reference to claim 14: 

Shi et al. fails to explicitly disclose a method as claimed in claim 7 wherein if said checking step 
fails to detect said indicator, said responding step comprises returning no response to the client. 
It would have been obvious to one of ordinary skill in the art at the time of invention, to ignore 
requests that weren't authenticated, and return no response to the client in order to conserve 
bandwidth by not sending any error message. 

The multiple dependent claim, claim 17, is rejected for the same reasons as claims 1-15. 
In reference to claim 20: 

Shi et al. fails to explicitly disclose a method as claimed in claim 1 wherein if said checking step 
fails to detect said indicator, said responding step comprises returning no response to the client. 
It would have been obvious to one of ordinary skill in the art at the time of invention, to ignore 
requests that weren't authenticated, and return no response to the client in order to conserve 
bandwidth by not sending any error message. 
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Conclusion 

7. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy 
as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of the final action and the advisory action is not mailed under after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension pursuant to 37 CFR 
1.136(A) will be calculated from the mailing date of the advisory action. In no event, however, 
will the statutory period for reply expire later than SIX MONTHS from the mailing date of this 
final action. 

8. Any inquiry concerning this communication from the examiner should be directed to 
Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally be 
reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Gilberto Barron can be reached on (571)272-3799. 

The Examiner may also be reached through email through Thomas .Ho6(ajuspto . gov 



Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571)272-2100. 
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General Information/Receptionist Telephone: 571-272-2100 Fax: 571-273-8300 

Customer Service Representative Telephone: 571-272-2100 Fax: 571-273-8300 



TMH 

October 14 th 2006 




GILBERT0 BARRON 3<L 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



